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Standard Operating Procedure (SOP) for Tackling Fake Invoice Cases

1. Background:

1.1 Large number of GST fraud cases involving the use of fake invoices for wrong
availment of input tax credit (ITC), which is further used to pay GST on outward supply
have been detected since the rollout of GST by the Central GST authorities as well as
State GST authorities. Whereas the mens rea for the use of such fake invoices appears
to be fraudulent availment/encashment of ITC credit, the unscrupulous entities engaged
in this also defraud other authorities such as Banks by inflating turnovers, laundering of
money etc.

2. What is a fake invoice?

2.1 The “Invoices” that are usually treated as ‘fake’ are those wherein the GST
invoices are raised by an entity without actual supply of goods or services or payment of
GST. There are three ways in which such fake invoices could be misused in the GST
regime.

I. Issue of invoices without supply of goods or services where payment of tax is
made by way of Input Tax Credit which is not available to the issuer of invoice.
In such cases, there is no receipt of goods or credit by the issuer of invoice.
He merely issues invoices and shows payment of tax by nonexistent input tax
credit. This results in actual loss of revenue where the buyer of the invoice
avails inadmissible credit which is used for payment of tax. There has also
been instance where no GST has been paid even by ITC by the issuers of the
fake invoice

ii. Issue of invoices by persons where the invoice is issued to one person and the
goods are diverted to some other person. The person who purchases invoices
may utilize the credit for payment of taxes at the time of export of goods and
claim refund of the said tax paid, resulting in loss of revenue.

ii.  Routing of invoices through a series of shell companies/dummy companies
and transfer of input tax credit from one company to another in a circular
fashion to increase the turnover In such cases there is no sunnlv of aoods or
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ONLY QUARTERLY RETURN
FILING FOR 70% GST
TAXPAYERS FROM APRIL.

Read More
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PROMOTERS, DIRECTORS NOW WEBINARS CONDUCTED BY
GETTING SMS ALERTS FOR GSTN IN 2019
DISCREPANCIES IN RETURNS

FWT A consolidated list with the links to

more than 25 webinars conducted by
GSTN has developed a system where GSTN this year has been made
SMSes are being sent in case of default available. Read More
in payment of tax.

GSTN PROVIDING FREE
ACCOUNTING, BILLING
SOFTWARE TO MSMES

This software would help businesses
create invoices and account
statements, manage inventory and
prepare GST returns.

Read More
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PRESS TRUST OF INDIA
New Delhi, June 30

THE GST NETWORK has
Ideveloped a system whereby
SMSes are being sent to pro-
ers, directors and propri-
s automatically in case of
default in payment of tax, fil-
ing of returns or mismatch in
ITC claims by business enti-
ties,its chief executive Prakash
Kumar said. He said once the
IGST system generates “red
flag” alerts, the information is
|also shared with the revenue
department toalert taxmen to

Promoters, directors now getting SMS alerts for

discrepancies in returns filed, GST non-payment

“Wherever there is a differ-
ence between GSTR-3B and
GSTR-1, GSTR-3B and e-way
bill, reminder SMSes now go
not only to the authorised sig-
natories, but also to the pro-
moters of businesses and
directorsonboard. GST system
automatically sends these
SMSes three days after last
date of filing of returns,”
Kumar said.

Discrepancy in GSTR-3B
(summary returns) and GSTR-
1 (supplies return),and gener-
ating e-way bill but not filing
returnsarealsothe parameters

take aiiroiriate steis. based on which alerts are ien- taxiaiers, resie ctiveli.

w E

erated.Once thealertsare gen-
erated by the system, SMSe
are sent to the promoter an
directors three days after th
due date of filing of monthl
GSTreturns.

The system sends
alerts to promoters and d
tors of business and helps ther
torectifythe mistakesas man
times promoters are not awar
whetherreturnsare beingfile
timelyand correctlybythe offi-
cer concerned, he said.

The SMSes are sent every|
month and on a quarterlybasi
for regular and compositiorﬁl
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Goods And Services Tax Network

Information Technology & Services - Delhi, Delhi - 3,211 followers

IT Backbone for Goods and Services Tax

+ Follow Contactus 2 See all 75 employees on LinkedIin =

I Home m Images Documents Videos Sort by: Top w Highlights

About «» Goods And Services Tax Network + Follow === .

@)N 3,211 followers 1 recommended job for you
Life 3w.®

Current opening at GSTN: Principal/Tech Lead Software Development & @’ AVP, Core Services
Jobs Architecture New Delhi Area, India

2l Principal / Tech Lead

People @’N Software Development & Architecture

i Key Skillsets AP :

Messaging

« Strong software aigorithms fundamentals converting complex algorithms inte develop-able software O
Ads camr@GSTN « Must have knowledge of Hodoop ecosystem and its imperatives in developing scalable applications
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Goods and Service Tax Network

IS a

« Section 25, Not-for-profit Private Company

* Must necessarily re-invest any and all income towards promoting the said

objective. In essence, unlike a regular company, where owners and
shareholders can make profits or receive dividends, no money gets out of

a Section 25 company.
* Incorporated in March, 2013

* HQ located in New Delhi



Who Owns GSTN

51% shareholding with private financial institutions where no one can
have more than 11%

Central Government 24.5%
State Governments & 2 UTs & EC Collectively 24.5%
LIC Housing Finance Ltd 11%
ICICI Bank Ltd 10%
HDFC Ltd 10%
HDFC Bank Ltd 10%

NSE Strategic Investment Corporation Ltd 10%



Features of GSTN

e Model 1 & Model 2 participants
o Data Security

o Data Backup

e Digitally signed data



GST Rollout Strategy

State/CBEC to develop their own backend modules and exchange
data with GST common portal using APls over a secured network

— N
N— A
1
GST Egnclntmn Portal
S~ S
— N
N— A
2 GST Common Portal +
Backend System
N~ -

CBEC Tax System

!

State 1 - Tax System

APls

State 2 - Tax System

|

State n - Tax System

tel

te 2

ten

19 States/UTs



Level 1 (Public) Information that is available to all (i)

Level 2
(Internal)

Level 3
(Confidential)

Level 4
(Secret)

GST system users without any (ii)
restrictions

Information is available toonlya  (

sub-set of internal users from GSTN (ii)

& SP (i
(

protected through Encryption or
through other data masking
techniques (ii)

Information that available to only (i)
very few (1 or 2) users. (ii)

(iii)

Information Classification

level  Descrption _______examples

GST web public content
GSTIN, Status, Name

Configuration parameters
Rules
Application Logs etc.

Sensitive data and personal
information (Bank account details,
PAN, Aadhar number)

Personal information such as Mobile
number, Address, Email id

Invoice data, Tax returns details,
Ledger entries

Passwords

Digital signature, Encryption keys
Highly confidential Govt
communication



Questions, If any ??



